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NAME
vps — Virtual Private Systems internals

DESCRIPTION

This manual page is supposed teegan overview of how Virtual Prvate Systems (short VPS) works and
how it is implemented.

IMPLEMENTATION NOTES
As much as possible (which is almost all) of the code resides gytlevps directory.
It can be roughly split up into @e&ral components:

core All that absolutely has to be statically ledk into the krnel. \éry early in the boot process the
kernel has to be able to allocate thesO instance, which is the instance reflecting thgsptal
host.

The smaller this part is, the betftas it is &en there when VPS is not used.

Files: vps/ vps_core. c, vps/ vps_priv.c, vps/ vps_consol e. c,
vps/ vps_pager. c,vps/ vps_devfsrul eset. h,vps/vps_int. h,vps/vps.h

devi ce Provides theé dev/ vps interface and all functions for managing VPS from userspace.
Files:vps/ vps_dev. c,vps/ vps_user. c,vps/vps_user.h

network interface
ThevpsN network device. Actslike avirtual layer 3 switch, is the easiest way of connecting up
VPS instances to a physical network.

Files:vps/if_vps.c

suspend
Suspending and resuming a vps instance.

Files:vps/ vps_suspend. c

i bdunp
Common routines for the snapshot and restore modules and userspace prégoaites func-
tions for reading and manipulating snapshot files and definitions o¥elvéu data structures.

Files:vps/ vps_l i bdunmp. ¢, vps/vps_I| i bdunp. h

snhapshot
All the snapshot functionality.

Files:vps/ vps_snapst. c,vps/vps_snapst. h

restore
All the restore functionality.

Files:vps/ vps_restore.c

accounti ng
All the resource accounting and limiting functionality.

Files:vps/ vps_account . c,vps/vps_account. h
debug Debugging routined)DB integration.
Files:vps/ vps_ddb. c
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Overviev how things work:

Taki ng

Rest ori

Vi rtual

snhapshot s

This procedure is quite simple. First all threadgeha be sispended, which happens at the end of
thesyscal | () function. Aflag in the respeaté wnet instance is set, causihgp_i nput ()
andt cp_out put () to drop incoming data and not sending outgoing da@tas is important for
live mgration.

Then general information about the vps instance is dumped, after that each mount that belongs in
the vps conte. Next is networking related information Bkinterfaces, routing tables.

Each process gets dumped, including proc structure, user credentials, signal handlers, vmspace,
fdset, and threaddNote that the userspace pages (vmspace) are not copied but wired and directly
mapped in the vmspace of vpsctl.

When the /de/vps filehandle on which snapshot was requested is closed again, the snapshot infor
mation is deleted and the vps instance remains suspended and can be resumed again.

The resulting snapshot or dump is of a well-defined forrhts format is defined in vps/vps_lib-
dump.h and has a version number.

This allows lve migration between different kernel versions amaniels compiled with diérent
options that result in different data structures.

ng snapshots
This applies for restoring from a file and indinigration as well.

First sanity checks on the restore filevdndo be performed. Firstof all a magic pattern in the
headera checksum and the snapshot format version are compareldumped objects are serial-
ized using length encoding, so it is necessary to check nothing runs out of bounds.

If the snapshot file is found to balid, or the user forced it, the actual restore process is stated.

new vps instance is allocated, general vps information, mountsprietaterfaces, including their

flags and addresses, and routing tables are restored. Then sessions (for process groups) are
restored, and then each process including all its informafitimeads which were interrupted in

certain syscalls get fixed ug-or instance nanosleep is restarted for sleeping the remaining time.
Afterwards the process tree (child/parent relationship, process groups, ...) is fixadtbp.end

leftovers are cleaned up and the restored vps instance remains in state suspended, ready for being
resumed.

i zation of globals
Currently for storing and accessing virtualized glotzalablesvnet is used. This can be changed
easily by replacing a femacros.

Theprocess tree, i.e. the proctree, allproc and zombproc list and locks, avetgtio each
vps instance. This ales each vps instance to run its init task as pid 1, and using the right pids
when restoring a vps instance.

Devf s keeps a reference in each mount to the respestis instance, and can thereforepde
virtualized namespace for deviceseligseudo ttys. The pts code already uses ucred references, so
the only extension is support for restoring pts instances with certain unit numbers. The unit num-
ber allocator (kern/subr_unit.c) was extended by unr_alloc_unit().

Privilege checking / Security

FreeBSD 10.0

By default a reasonable setmfi v(9) privileges is gien to a \ps instance, but it is possible to
give any pivilege to a vps instance by configuration.
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Resource accounting and linmiting
Currently might not avays work as expected.

SEE ALSO
vps(4),vpsctl (8),vps. conf (5), mount _vpsf s(8), http://mww.7he.at/freebsd/vps/

HISTORY
Work on VPS was started in February 2009.

AUTHORS
Virtual Private Systems for FreeBSD and this manual page as well, were written by K@uh&linger.
Development of this software was partly funded by:
TranslP.nl <http://www.transip.nl/>

BUGS

VPS is in an early stage ofyd#opment and has to be considered xgzeemental. Thisneans may bugs
have © be epected.

Please submit bug reportsfteebsd-vps@7he.at.

VERSION
$ld: vps.9 120 2012-08-30 11:14:36Z klaus $
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